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Professional Summary

Ph.D. Researcher specializing in production-level hardware and software systems: hardware validation, server archi-
tecture, and AI/ML deployment. 7+ years bridging hardware systems engineering with scalable ML solutions, from
component-level design and validation to deploying LLM-powered agentic Al, transformer architectures, and distributed
inference pipelines. Expertise spans electronic systems design, validation, and production Al frameworks for cloud/edge
environments. Published 30+ papers while shipping production-ready code and open-source libraries. Applying deep
technical expertise across the full hardware-software stack to advance system reliability and Al capabilities.

Technical Focus Areas

¢ LLM Development & Optimization: model training, transformer architectures, inference optimization, prompt
engineering, and Agentic Al systems. Model evaluation, adversarial robustness & deepfake detection.

¢ Hardware Systems Engineering: Server architecture, component validation and testing, integrated circuitry de-
sign, hardware debugging, and system-level performance analysis.

o Computer Network security, Blockchain and Virtualization.

Work Experience

Feb 2026 ¢ Hardware Systems Engineer Microsoft, Redmond, WA, USA.

Aug’23 — Feb'26 ¢ Research Scientist. Intelligent Fusion Technology Inc. (IFT), Germantown, MD, USA.

« Architected and deployed a transformer-based computer vision agentic pipeline integrating Sta-
ble Diffusion XL with Vision-Language Models (VLMs) for automated prompt engineering, im-
proving YOLOv11 object detection recall by 33% on low-visibility targets.

+ Built and deployed real-time ML anomaly detection infrastructure processing data streams at
scale, leveraging Elastic Stack for observability and Apache Airflow for orchestration. Imple-
mented STIG-compliant security controls and monitoring dashboards, achieving 99.9% uptime.

+ Designed and implemented a neuro-symbolic Foundation model agent for automated hyperpa-
rameter tuning that leverages LLMs and VLMs with symbolic reasoning, achieving expert-level
performance with 20% efficiency improvement on distributed extended Kalman filter optimiza-
tion for multi-UAS positioning.

« Designed a secure, blockchain access control and data integrity framework using containerized
ML workflows (Docker/Kubernetes), and NDN architecture for encrypted data exchange.

Jan18 - Jul'23 ¢ Research Assistant SUNY Research Foundation, Binghamton University, Binghamton, NY, USA.

+ Designed and deployed a novel deepfake detection framework leveraging Electrical Network
Frequency (ENF) signatures extracted from audio/video recordings, optimized for heteroge-
neous and low-power edge devices.

+ Built and open-sourced pyenf, a Python library for multimodal ENF signal extraction and au-
thentication with modular API design, with support for modular signal processing pipelines.

+ Integrated authentication system into blockchain-enabled smart surveillance platforms, ensur-
ing verifiable data provenance in decentralized public safety infrastructures, and real-time media
authentication using ENF as consensus.

+ Developed GAN fingerprinting techniques that leveraged frequency and artifact-based cues to
detect Al-generated imagery, contributing to the early identification of synthetic media threats.


https://deerajnagothu.com
https://github.com/deerajnagothu
https://www.linkedin.com/in/deerajnagothu/
https://scholar.google.com/citations?user=xBeaGnMAAAAJ&hl
https://github.com/deerajnagothu/pyenf_extraction

Skills

Deep Learning/LLMs ¢ Pytorch, Tensorflow, FastAl, Hugging Face Transformers, WandB, PEFT, Transformer-lens,
NLTK, scikit-learn, Prompt Engineering, FastAPI.

Hardware Systems ¢ Server architecture and platform validation, Hardware debugging and troubleshooting,
RCA, Signal integrity analysis, PCle protocols, Memory subsystems (NUMA architecture),
BIOS/firmware interfaces, Performance benchmarking.

Coding ¢ Python, C/C++, C#, Shell, Bash, MATLAB, Powershell, sor, BIEX, Neosj and Cypher.

Network and Security © DHCP, SSH, VPN, DNS, Port-Forwarding, DMZ N/W, NMAP scan, Hyperledger Fabric,
Pentesting using Metasploit framework, OpenDaylight for SDN, LibreNMS, Cacti Server,
Tenable Nessus Scanner and DISA STIGs.

Virtualization o ESXij, Vyos, Cisco Nexus, HyperV, Xen, OpenStack, OpenMano, Docker, Kubernetes, Prox-
mox, GCP and AWS platforms

Misc. ¢ Grafana, Kibana, Elasticsearch, Logstash, Apache Airflow, Wireshark, Git/GitHub.

Education

2017 —2023 ¢ Ph.D, Electrical & Computer Engineering, Binghamton University-SUNY, Binghamton, NY, USA.
Dissertation title: Lightweight Multimedia Authentication at the Edge using Environmental Fingerprint
Advisor: Dr. Yu Chen

2015 - 2016 ¢ MS, Electrical & Computer Engineering, Binghamton University-SUNY, Binghamton, NY, USA.
Thesis title: iCrawl: A high interaction client honeypot system.
Advisor: Dr. Andrey Dolgikh

2011 -2015 ¢ B.Tech, Electronics & Communications Engineering, SASTRA University, Tamil Nadu, India.

Teaching Experience

Graduate Instructor ¢ Network Computer Security (EECE-480F),

Teaching Assistant ¢ Cyber Physical Systems (EECE-480A), Cryptography and Information Security
(EECE-405/560), Linear Algebra and Engg Programming (EECE-212),
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Professional Activities
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IEEE Transactions on Pattern Analysis and Machine Intelligence
IEEE Transactions on Multimedia Computing Communications
IEEE Transactions on Dependable and Services Computing
IEEE Transactions on Services Computing

IEEE Transactions on Networking

IEEE Internet of Things Journal

SPIE Journal of Electronic Imaging (JEI).

Elsevier Computers and Security

Expert Systems with Applications

IEEE Access

IEEE Transactions on Aerospace and Electronic Systems

IEEE Transactions on Cloud Computing

IEEE Computers

Applied Sciences

MDPI Sensors

Reviewer for Conferences
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IEEE International Conference on Computer Communications INFOCOM).

IEEE Communications Magazine (COMMAG)

IEEE Signal Processing Letters

IEEE Global Communications Conference (GLOBECOM) IoT and Sensor Networks (IoTSN).

IEEE Global Communications Conference (GLOBECOM) Communication and Information Systems Security
(CISS).

IEEE Global Communications Conference (GLOBECOM) Communications Software, Services and Multimedia
Apps (CSSMA).

IEEE International Conference on Wireless and Mobile Computing, Networking And Communications (WiMob).
ACM International Workshop on Blockchain-enabled Networked Sensor Systems (BlockSys)

IEEE International Smart Cities Conference (ISCz2).

IEEE International Conference on Cloud Networking (CloudNet)

IEEE International Conference on Communications (ICC)

Knowledge based Systems (KNOSYS)

Scientific Reports

Miscellaneous Experience

Awards and Achievements

2025

¢ Best Paper Award, Best Workshop Paper at IEEE Percom SPT-IoT Conference. (Securing Smart Grid Dig-
ital Twins via Real-World ENF Anchors against DeepFake Attacks)


https://www.proquest.com/docview/2872097834/abstract/A49AAD7CD800446BPQ/1

Miscellaneous Experience (continued)

¢ Finalist, xTech Al Competition, for the project "GRADIENT", focused on synthetic data-based feature engi-
neering for robust Al model performance.

o Winner IEEE AESS Cybersecurity Challenge: Authored the winning challenge proposal “Federated Al
for Resilient Avionics and Drone Operations,” establishing a federated learning benchmark for resilient
aerospace and drone cybersecurity research.

2020 ¢ GSEA, Graduate Student Award for Excellence in Teaching (Courses - Network Computer Security and
Cyber Physical Systems).



